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Microsoft® BitLocker & ENVAULT™ encryption
- Happy co-existence by design

YOUR ORGANIZATION HAS DEPLOYED OR IS
THINKING ABOUT BITLOCKER ENCRYPTION,

but the basic manageability issues and lack of visibility
are a let-down?

- You still have no idea about how your company data
is being used and whether your security policies are
being followed in practice?

- You still have no control whatsoever over data theft in
your organization?

- End-user passwords are a daily issue for your help

desk?

- And in terms of control, you need more flexibility than
just an On/Off switch?

You are not alone - traditional ‘"dumb’ encryption can
only get you so far, and these issues are not limited to
just BitLocker. But BitLocker has one advantage over
the rest - it works seamlessly together with Envault.

THERE'S AN EASY WAY TO BRING YOUR DATA
SECURITY TO THE 21ST CENTURY

As a BitLocker user, you have the chance to easily
upgrade your systems with centrally managed encryp-
tion, full visibility, and granular control for your data
and security policies where and when needed.

Envault helps you to make the most out of your
BitLocker licenses, and is your weapon of choice if you
suspect that your data is being leaked or stolen, or
external auditors ask to see how you fare.

Envault’s security solution brings smart enterprise-
grade functionalities to ‘dumb’ encryption and
increases both usablity and security by removing
needless end-user passwords, end-user-based security
decisions and other end-user actions.

And what's neat is that you can deploy Envault to your
organization in less than one day.
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THREE OPTIONS TO MAKE YOUR LIFE EASIER

Envault offers the following options that allow you to flexibly bring more managebility and usability to your data

security when running BitLocker. You can deploy Envault to your whole organization or a part of it, and you can

flexibly start with one option and move to the next when it best suits you.

Option pack 1: Visibility

THE LIGHTEST FORM OF CO-EXISTENCE: You can install Envault silently on your work-
stations to instantly start collecting smart statistics on how your company data is being
handled on removable media such as USB drives. You benefit by gaining facts-based
data of how your data is used, and by becoming able to locate your information assets
across your company endpoints.

Included software: FragmentVault server & Envault Removable Media Protection client for
Windows in silent auditing mode. Deployment time: 1-3 hours.

Option pack 2: Control & Visibility

POWER IS NOTHING WITHOUT CONTROL - a step up from visibility: Like option 1 but
you can exchange "BitLocker to Go" with Envault Removable Media Protection to get
more granular control over e.g. which users and user groups can carry data outside your
organization’s network. You also become able to remotely disable lost or stolen devices
with one mouse click. Access control is based on centralized key management instead of
end-user passwords, so human error is eliminated and insider data theft can be detected
and prevented.

Included software: FragmentVault server & Envault Removable Media Protection client for
Windows, Mac and Linux. Deployment time: 3-10 hours.

Option pack 3: Protection, Control & Visibility

THE ULTIMATE DATA PROTECTION SOLUTION: Like option pack 2, but you get also
the Envault protection and remote control for internal hard disks. Envault Internal Disk
Protection protects targeted sections of your hard disks — for example the user folders
including profile, desktop and work files. Encrypting the operating system can be left
to BitLocker. The two products work seamlessly together and can share the same AD
authentication for a beautiful Single-Sign-On experience.

Included software: FragmentVault server, Envault Removable Media Protection client
for Windows, Mac and Linux & Envault Internal Disk Protection client for Windows.
Deployment time: 1-2 days, may vary depending on your existing PC configuration.

FURTHER OPTIONS FOR YOUR ORGANIZATION
Option packs 2 & 3 also enable you to deploy other

Let Envault audit your
organization:

- Automatic statistics and
searchable logs of remov-
able media usage

- Graphic reports allow you
to see exactly what's going
on

Upgrade to Envault Remov-
able Media Protection:

- Flexibly manage security
rules in AD

- Get rid of user passwords
and action

- Remotely disable lost or
stolen USB drives

- Share files with Mac &
Linux computers

Protect your PCs:

- Centrally manage and
oversee smart, targeted
encryption of PCs

- Locate documents across
your network

- Remotely disable lost or
stolen laptops

- SSO user authentication
with AD

WOULD YOU LIKE TO LEARN MORE OR TAKE
ENVAULT FOR A SPIN? CONTACT US TODAY

advanced Envault solutions such as smart backup for Email:  info@envaultcorp.com
your documents, encryption for email attachments, and Tel.: +358 9 3540 1888
access control for managing document access rights. Web: www.envaultcorp.com
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